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This Supplier Agreement (“Agreement”) is made on (“Effective Date”) by and

between (together with its
corporate  affiliates,  "WL")  and , a
corporation with offices at

(“Supplier”).
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In consideration of the mutual promises, covenants and agreements contained herein, and for
other good and valuable consideration, the receipt and sufficiency of which is hereby
acknowledged, the parties, intending to be bound hereby, agree as follows:
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WL’s Procurement requires you to review and complete the following documents in order to
become a WL supplier. This Supplier Agreement contains the required terms and conditions to
be a WL supplier.
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This document contains information from WL or its Affiliate companies, which may be
confidential, privileged or otherwise protected from disclosure. This information is
intended for use solely by the recipient(s) named. If you are not the intended recipient, be
aware that any review, disclosure, copying, distribution or use of these contents is
prohibited. If you have received this transmission in error, please immediately notify WL.
“Affiliates “means any company or entity that is controlling, controlled by or under
common control of either party. “Controlling”, “Controlled By”, or “Under the Common
Control with” means either the beneficial ownership under trust, or outright ownership of
more than fifty percent (50%) of the affiliate or business entity itself or the affiliate’s or
business entity’s securities, or units if a limited liability company.
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A. PROCESSING, TERM & INVOICING
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WL Purchase Orders: Supplier acknowledges that they will not start production or provide a
service without a valid purchase order # or executed statement of work (each an “Order’) from WL.
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WL Payment Terms: As full consideration for satisfactory performance of the Services by
Supplier, WL (or the Affiliate specified on the Order executed by such Affiliate) shall pay Supplier's
invoice amount not later than terms defined below following WL's receipt of said invoice. Payment
by WL or Affiliate of any such invoice shall constitute full and complete satisfaction of any and all
actual and potential fees for the billing period covered by the invoice.
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As full consideration for Supplier's satisfactory provision of the products or performance of the
services, WL will pay undisputed invoiced amounts within ninety (__) days, plus payment
processing time, after receipt of timely, accurate and proper invoices. Contractor will not be
entitled to payment for invoices submitted more than one hundred-and-eighty (180) days after
WL's receipt of Goods and/or Services.
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Term And Termination: This Agreement is effective upon the Effective Date, and shall, except as
expressly stated herein, remain in full force and effect for a period of year(s) from the
Effective Date (the “Initial Term”), and shall renew automatically on a year-to-year basis thereafter
(each such annual period being a “Renewal Term”) unless either party (a) provides written notice
of termination not less than Ninety (90) days prior to the end of the Initial Term or any Renewal
Term or (b) terminates this Agreement in accordance with the terms herein.
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If this agreement is translated, the English language text shall prevail. Any other document

AL, oS L2 E T RA, B AR MSE, TR AR SeiE | provided in connection with this agreement shall be in English, or there shall be a properly

. prepared translation into English and the English translation shall prevail in the case of any conflict
between them.
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Subject to paragraph 21 of the Terms and Conditions, Supplier may not assign, delegate,
subcontract or transfer any Order, the work required to be done or any payments to be made

hereunder without WL's prior written approval.
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List all 3rd Party Suppliers you intend to use to support business with WL

(HIAEH, (5H P E I H S ) (enter n/a on first line below if not applicable)
AL /57 7 2 AR FreEd PSR Supplier Name Location Products & Services
s SECTION II.
REER INSURANCE REQUIREMENTS
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Minimum Levels of Insurance Coverage all suppliers shall maintain to conduct business
with WL.
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1. INSURANCE

a. FrRKFh - SLRIR R RETEA D BGHIRA, NRFSHR AR, K IRE AL
AM. Best 2~ m] MM RE (R AEGRIGIR ) PRESA VIPEEUL b, JF3RAELE
7RI A= i AR S5 () P A2 T e 55«

a. Required Coverage — Supplier agrees to maintain the following types of insurance coverage
during the term of this Agreement with insurance carriers rated “A VII” or better by the then
current edition of Best's Insurance Reports published by A.M. Best Company and licensed to do
business in the state(s) in which the Products are produced, and the Services are performed:
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Workers' Compensation insurance as required by law in the state(s) where the Products are
produced and the Services are being performed, including a waiver of subrogation in favor of WL
and, if Supplier is an employment agency and temporary labor service provider, an Alternate
Employer's Endorsement;
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Employers' Liability and Occupational Disease insurance with limits of $500,000 per occurrence;
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Commercial General Liability insurance with combined single limits of not less than $2,000,000
per occurrence, including coverage for (1) premises and operations liability; (2) broad form
property damage including damage to property in Supplier’s care, custody or control; (3) blanket
contractual liability; (4) personal and advertising injury; and (5) products and completed
operations; If the Supplier is providing catering services, Supplier shall carry Liquor Liability
insurance in addition to the General Liability coverage. If the Supplier is providing security
services, Supplier shall include an Assault & Battery extension to the General Liability coverage,
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If automobiles are used in connection with work to be performed hereunder, Commercial
Automobile Liability insurance, covering all owned or rented vehicles, each with combined single
limits of not less than$1,000,000 per occurrence for bodily injury and property damage;
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Motor Cargo Liability coverage with a limit not less than $250,000 per conveyance;
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Professional Liability Insurance with limits of $1,000,00 or greater per occurrence; and
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Cyber risk insurance, that includes, but is not limited to, network security and privacy liability with
a minimum limit of $2,000,000 per occurrence.
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b. Additional Requirements - The Commercial General Liability and Automobile Liability policies
will name WL as an additional insured as its interest may appear, and contain a cross liability
(severability of interests) clause. The Commercial General Liability and Automobile Liability
insurance shall be written on an occurrence basis.
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c. Insurance Certificates — Supplier shall maintain certificates of insurance evidencing such
insurance signed by an authorized representative of the insurance company. Such insurance
shall provide that in the event of any material change in coverage or cancellation, at least thirty
(30) days prior written notice shall be provided to WL. Supplier's insurance shall be primary and
non-contributory to any insurance coverage maintained by WL. Supplier shall be responsible for
deductibles, self-insured retentions and premium payments contained in any of the foregoing
policies. If requested, properly endorsed Certificates of Insurance may be sent to WL.
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d. Subcontractors — Any subcontractor that Supplier shall retain to perform Services under this
Agreement must maintain insurance that meets all requirements of Supplier.
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e. Liability — WL shall not, because of accepting, rejecting, approving, or receiving any certificate
of insurance required hereunder, incur any liability for: the existence, non-existence, form or legal
sufficiency of the insurance described on such certificate; the solvency of any insurer; or the
payment of losses. No provision under this Section Il shall be construed or deemed to limit
Supplier's obligations under this Agreement to pay damages or other costs and expenses.
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f. Supplier’s Tools and Equipment - Supplier's own tools and equipment shall be entirely at
Supplier's risk.
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Loss of WL property shall be at WL's risk unless the negligence of contractor or its subcontractors
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58 cause damage.
= SECTION Ill.
2B 58 (RPM) #L5E REGULATED PRODUCTS & MATERIALS (RPM) SPECIFICATIONS
HikE Acknowledgment
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By signing below, Supplier represents and acknowledges that it has read and understood the
foregoing requirements and that these Regulated Products and Materials Specifications may be
updated from time to time by WL. Updated versions will be issued with advance notice.
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Responsibility and Expenses - If a recall or other corrective action of a Regulated Product, or
product made with Material from Supplier, is necessitated by a defect, failure to conform to Laws
or Specifications or any other reason, or either party reasonably determines that a voluntary recall
or other corrective action is merited, Supplier shall bear all actual and direct costs and expenses
of such recall or other corrective action, including without limitation, costs of notifying customers,
customer refunds, costs of returning goods, and other expenses incurred to meet obligations to
third parties. Supplier shall hold harmless and indemnify WL and its customers from and against
all such actual and direct expenses related to any such recall or other corrective action, including
but not limited to, the actual cost of the Regulated Product or Material, as well as the costs of
inspection, investigation, testing, replacement, customer accommodations, retrieval, segregation,
storage, transportation, destruction or disposal, the costs of notification to customers and
governmental agencies, the costs of record-keeping, call centers and other administration fees
and attorney and consultant's fees incurred with respect to any recall or other corrective action.
Additionally, Supplier shall indemnify, defend and hold harmless WL its customers and their
respective affiliates, and their employees, directors, officers, agents and principals from and
against any and all third party claims or demands for damages, suits, liabilities, reasonable fees
and expenses of attorneys and other experts, penalties, court costs, and other expenses arising
from the recalled or corrected Regulated Product or product made with Material from Supplier.
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The version governing any Services Agreement signed by WL and Supplier shall be the version
most current at the time a Purchase Order is issued to Supplier. WL shall retain copies of all
versions of the documents referenced above during the term of the Services Agreement and
records showing the effective dates of each version.

BRI IR A W) B FR - Supplier's Legal Company Name:

B4 Signature:

ERREHE. Name:

RE%- Title:

H3: Date:

£ SECTION IV.
TAEULERP (SOW) a4 SAMPLE STATEMENT OF WORK
A T fE % W B &5 C F ® “SOW’ ) i | This Statement of Work No. (‘SOW”) is by and between
W) 5 (‘WL") and (“Supplier” or

CEERRY S AAR) SLFEAT S, (BT L B “Contractor’) and is issued pursuant to, incorporates, and is governed by the
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dated

, and sets forth the specific terms and conditions relating to the provision of

(‘Agreement’)  between the parties

Services referred to in this SOW. The combination of the terms of the Agreement and the
provisions of this SOW shall together constitute the contract between the parties in respect of
the Services. To the extent that there is a conflict between the SOW and the Agreement, the

Agreement shall prevail.

14858 1. INTRODUCTION.

SOW (4'5: ) AR . Effective Date for SOW No.

2 H #EE 2. PROJECT SCOPE

AR B E W2 58 T H IS ATE . This section provides a general definition of the scope of the project.
3.3H BHF 3. PROJECT OBJECTIVES
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This section provides a statement of what is to be accomplished. This section should describe
the requirements, expectations and objectives of the parties.
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4T E RS 4. PROJECT SERVICES
5AERERE 5. CONTRACTOR RESPONSIBILITIES
F AR AL AR AR AR BB 2 GO ST, NT A3 . This section describes Contractor's responsibilities, if any, for accomplishing actions beyond
those described in the preceding section.
6.WL TH/E 6. WL RESPONSIBILITIES
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This section describes WL’s responsibilities, if any, for accomplishing actions that may affect
Contractor’s ability to deliver the Services or complete the project.

TEERR \NABAREHEE 7. PRIMARY CONTACTS/NOTICE ADDRESSES
NN If to Supplier, to:
WL ik If to WL, to:
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This section states the names of the individuals responsible for coordinating contact between
WL and Contractor regarding the project. This section should also list the appropriate mailing
addresses of the parties for purposes of receiving written notices under the Agreement.

8.7 H Bt M R 5 IR 8. PROJECT SCHEDULE AND TERM
9.7 H % H 9. PROJECT FEES
10. EEHR 10. IMPORTANT NOTE
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This SOW shall become effective on the Effective Date specified above and shall continue in
effect until all Orders subject hereto have expired or been terminated.

ZEUEWT, X7 T ORI H IR E A TAR R 5 — Wi, DURMET.

IN WITNESS WHEREOF, the parties have executed this Statement of Work in duplicate as of
the dates written below.

/AT 4 FRICompany Name: WL

&4z /Signature:

BB 54 /Name:

BR&Mitle:

H #/Date:

44 7% 44 #R/Supplier Name:

& 42/Signature:

EREFE 4 Name:

R4 [Title:

H H#i/Date:

BH

SECTION V.

BB R

SUPPLIER ACKNOWLEDGEMENT
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This is to verify that the document, Supplier Agreement, has been reviewed, completed, and
accepted by Supplier as required for the sections indicated below.

BEERUR: DEMBRA AR T, WAEH RS AEH

Reminder: do not delete any sections of this document, rather enter “n/a” if not applicable.

-] B FANCHRUATE SECTION SECTION TITLE I have reviewed the
¥ GEAEE) following sections (check
box)
15 — K SECTION | (General Conditions
B K LK (COl) SECTION Il Insurance Requirements (COl)
= 2 I S AR (RPM) #36 SECTION IIl Regulated Products & Materials (RPM)
Specifications
£ AU (SOW) a4 SECTION IV Sample Statement of Work
B V17 72 TR A B D 7 2% SECTION V Supplier Acknowledgement &
S (AT Supplemental Terms & Conditions (this
page)
HARZKSEZMH Supplemental Terms and Conditions
AR B VS S Williams Lea ‘B 7 W AR (WL RS RIAT AHENY , FREEr &8 | Supplier shall comply with WL's Supplier Code of Conduct as posted at Williams Lea official
website and adopt an internal control system to ensure compliance therewith. Upon request by
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WL, Supplier shall furnish WL with information on its compliance with the aforementioned code
of conduct and assist in any audit being conducted by WL or its representatives.
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For avoidance of doubt, if Supplier's Services include the receipt, storage, maintenance or
processing of, or if Supplier is otherwise granted access to, Protected Health Information or
Personal Information or is otherwise involved in the administration of certain Medicare-related
products or  services, the terms of  Specificaton H-1  (located at
https://www.rrd.com/about/supplier-info/h1) shall apply to such Services. The terms "Protected
Health Information" or "Personal Information" are defined in Specification H-1.

PRI R ST AT 1 ORI« BPE 2 (Bl 515 5 24 Kol 55 S 2L
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Supplier shall comply with the terms and conditions attached at Schedule 1, Anticorruption,
Schedule 2, Data and Information Security, and Business Continuity Requirements, and
Schedule 3, Background Checks.

B AR BRSBTS A AT AT 2 2R AT 2

By executing this acknowledgement, we agree to be bound by all the terms, conditions and
procedures specified within the documents.

/A F) 4 FRICompany Name: WL

44 [Signature:

TEMS 15 k44 /Name:

H #/Date:

4 7 42 FR/Supplier Name:

% 42/Signature:

B 5145 /Name:

H #/Date:

B — SR B T sk

Schedule 1 - Anticorruption and Antibribery
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REUEM BRI FEIEA .

(i)Contractor represents and warrants that it and its directors, partners, principals, officers and
employees are familiar with the requirements of the Anticorruption Laws and that none of them
has violated, or shall violate, the Anticorruption Laws. In particular, neither the Contractor nor
any of its directors, partners, principals, officers or employees has offered, made, promised to
make, authorized or ratified, and Contractor agrees that it shall not (and shall cause its directors,
partners, principals, officers and employees not to) offer, make, promise to make, authorize or
ratify, whether in connection with the transactions contemplated by this Agreement or any other
transaction involving WL, any payment of money or gift of anything of value, directly or indirectly
to any: (1) Government Official; (2) person or entity when such offer, payment, transfer, or
promise would violate the laws of the country in which made or the laws of the United States; or
(3) other person or entity while knowing or having reasonable ground to believe that any portion
of those payments or transfers will be offered, made, or promised, directly or indirectly, to the
persons referred to in clause (1) or (2) above, in order to obtain or retain business for or with, or
to direct business to any person or to secure any improper advantage. “Government Official”
means any (a) officer or employee of a government or government department, agency or
instrumentality (e.g., state-owned or controlled enterprises); (b) public international organization
(e.g., The World Bank); (c) person acting for or on behalf of any such government or
department, agency, instrumentality or international organization; or (d) any political party or
party official or any candidate for political office.

(ii) WL A B A 97K B i O B GE A, WL T AT g (1)
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(i)lf WL has reasonable grounds to believe that Contractor has violated the Anticorruption
Laws, WL may in its sole discretion (1) suspend all payments to Contractor pending clarification
to its satisfaction of the circumstances that gave rise to the concern, and (2) investigate
Contractor and/or audit, or have a third party audit, Contractor's books and records for the
purposes of ascertaining whether any such violation has occurred. “Anticorruption Laws” means
the U.S. Foreign Corrupt Practices Act (the “FCPA”), the U.K. Bribery Act 2010, similar laws
against foreign bribery or any other anti-bribery or anticorruption laws applicable to Contractor.
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12 F R TEA SR A B T (AT ] Jm S8 2 sl s (R AT 6 1k SR AN R i 7k
B 2% 1B T AR A i 55 SO 182 9 P AR, AN B eI vk A o A e
EON RIS

(iii)lf, after the date hereof, Contractor or any of its officers, directors, partners, principals,
employees or, to its knowledge, shareholders, intends to become a Governmental Official or an
affiliate or associate of any Governmental Official it shall provide at least three days’ prior written
notice to the WL, which shall have the right to terminate this Agreement forthwith and Contractor
shall not thereafter be entitled to any further fee or payment hereunder from and including the
date of termination; provided that such termination shall not affect the right of Contractor to
payment for services rendered prior to such termination or to the extent otherwise required by
applicable law.

(V)WL 5 B I BANI ZER AR B R AT FTIR R . PRAEAR U 7 D0
HAEW], JFAr U RSO AR B R A BRI Se ok s 35 WL BB AN
ARG R MR EMENAAER, WAPUEL SAHMEMIZEHI.  AREREE,
AL JEAT AP SO R P d ST AT SR WG R, 4 S B ) WL

(iv)The WL shall be entitled to request that Contractor certify at any time or from time to time its
compliance with the representations, warranties and covenants set forth in this Section,
including as a condition to payment of any amount due to Contractor hereunder and to refuse
payment of any such amount if the WL has reason to believe that any certification provided by
Contractor is inaccurate. Contractor agrees to immediately notify WL if it violates any Anti-
Corruption Laws in the performance of this Agreement.

e —

SCHEDULE 2

FEREMEREER

INFORMATION AND PHYSICAL SECURITY REQUIREMENTS

R WL HeHmFEE, ARORASEMENADRLERS T 5, AEME
BIREA . BEER. A EULE WL IEMREE R, IR & F R AR AR
JBAT IR 55 BOAEAT 23 B X MM T AR . AR BRI A BIRRIE, Hofsdsyid
T IIEE AT AR A . Bt (58 2 AU Iy miEm. M
DA BT RL o

Contractor may not use, disclose, sell, or share any WL Confidential Information for any purpose
other than in the performance of the Services hereunder without the prior written consent of WL
and will contractually require any subcontractor performing Services on behalf of Contractor to
maintain the confidence of such data. Contractor represents and warrants it will comply with all
applicable privacy, data, information security or use laws, rules, and/or regulations that apply to
Contractor’s operations together with this Agreement.
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T 7 oL 7 T A A s 5 2 ER b 7, (R PR T

Contractor will adhere to the Information and Physical Security Requirements below:

B e

Network

o ARAL TR AL WL R (5 BRI BTA W& T & -G N B, FH4ole @ id By
KI5 38 X 4 AT 1B R R

oAll Contractor devices processing WL Confidential Information must be located on a dedicated
logical network segment and where stated be logically separated from the general network via
firewall

o R AL AR 2 A R DT I (0 s K VPND

e Contractor must provide secure connection methods (point to point VPN, for example).

o 7R 7 2B DR FLR B 236 78 AR B 238 i R BT SRR WL IR 1 3R 8 K R
FEFFZ BRI, G WA A 2% o

eContractor must ensure that all the Systems and applications operated by Contractor and/or its
sub-contractor/sub processors that support WL Services(s) are protected from inbound and
outbound network threats.

o AL P AU M P A I AR DRI 2 P (5 R 204, IR RIS S R R4
BT -

eControls should be implemented to ensure the security of information in networks and the
protection of connected services from unauthorized access.

R AR B4 Al i AT ] 5 A e dhoA it ] < 1 -

e Contractor must Identify, Protect, Detect and Respond to any security alerts and breaches.

RAUR Y B AR LG TG B CBIEMAIRINED |, FFR DR A
— e

e Contractor must maintain an up-to-date inventory of all of the organization network boundaries,
including a network diagram, and must review it at least annually.

o R R 23S /D A AL A AT A1 BT KR R

eContractor must review its internal and external firewall rules at least annually.

o 7RCBL AR A A TN B 7 45 26 1 55 Bty B A oA 468 AR 95 e

eContractor must maintain a capability to detect and protect against Denial of Service (DoS)
and Distributed Denial of Service (DDoS) attacks.

o E T L R T N 4 O AR IE B R, AU EREATIC . I UE AL,
LA

LA ik

eExternal connections to the Contractor network are documented, verified and approved prior to
the connections being established to prevent security breaches.

© 7R 7 X 2% Z0 1o S VR BE BT R U (AP 6 53 By B Kl . R 25 B % O
PR S BT R

eContractor networks must be protected through applying defense-in-depth principles (e.g.
network segmentation, firewalls, physical access controls to network equipment, etc.).

R B FIAUR A P NI B, DUAS DA BE LB i A sl e il 8 v )
B PR AT I R SRR AL PR I R g e T SR AR A AT B S

eContractor must have network intrusion prevention technologies to detect and prevent
malicious traffic for all inbound/outbound traffic and update signature databases in line with
industry best practice and apply updates from the solution provider in a timely manner.

o PRI 2 R S5 AR ARG s v 2 1B B 19X 4 SR 200 1oL 22 A W AT I o

eNetwork connection between interoffice/ cloud service provider/ data centers must be
encrypted over secure protocol.

o AR BRI P Z8 BT A VT IR A2 B2, DIES 73 BOF R A s Hp L

eContractor's wireless access to the network is subject to authorization, authentication,
segmentation and strong encryption protocols.

ik gyl

Logical Access

o0 WL AR 15 S5 1 0 A5 PR 20 A1 f N ASLBR N

eAccess to WL Confidential Information must be provided on a least privilege basis

ok F B A /D4 60 R — Ik, HAREIE % 12 RAEH DA .

ePasswords to accounts should be changed at least every 60 days and should be different from
the previous twelve (12) passwords.

O HELE T (B) SRR RIS AR IR, 30 238l E fu i EHT 2 BlNLE.

ePasswords must be locked after five (5) unsuccessful logon attempts and allowed to re-
attempt authentication after 30 minutes.

O EML /DA 8 NFERF, FEHLAT 4 K7 3 84 k- ePasswords must contain at least 8 characters made up of 3 of 4 below:
o PNCESSN o Uppercase letter
o INE FBE o Lowercase letter
o LGN o Numerical digit

o FERTH.

o Special Character

AR RS V7 7] WL DR (5 20 5 AN B R R ol e 1D 3%

Contractor must maintain an up to date and correct record of its employees and subcontractors
accessing WL Confidential Information.

R R 2 RN 4R (IR 55 ) P A AR R SR AN > R CRL A 55 Vi L P il
VAT L FH R P 8 BERUPR ) AT — IR V5 ) A PR o 2

Contractor must perform an access review of all Contractor employees and subcontractors
providing Services, including administration of the infrastructure and applications within the
scope of the Services on a quarterly basis.

AR R 4 B U7 1R AN 3 75 2R RS (WJﬁUmI% R WUH E R a4
SERI (A 24 /N ZERTASCIK %

£) , A

Contractor will disable accounts/credentials of employees and subcontractors providing Services
to WL upon notification that access is no longer needed (e.g. employee termination, project
reassignment, etc.) immediately but no more than twenty-four (24) hours.

AL A RXT TR RS 1 DR A5 B RS USR] 22 4 BRI ZRUIE »

Contractor must ensure secure multi-factor authentication for all instances of remote access to
Confidential Information.

BmEH

Data Management

o ARCEL P 25U TR LA A R 5 1 2 A A B3 AN R R 4 2R Lk Uy e R TR, HL
SN 2xil e Sl b galiil I_Jf?ﬁ

eContractor must ensure that all staff and subcontractors with direct access to Confidential
Information are blocked from access to email and access to the Contractor network is blocked
from personal mobile devices

o T IF R AR R G AL T AR 73058, B AL BUR 2 M A AT 5T 23
B0 PRSI AR AE A s

oAll systems used for development and testing must be located in a non-production
environment and segregation of duties enforced at all times. There must be no live data in the
development and test environment(s).

T IREE BAUEAT & . F BRSNS R LA, TR ERIR

oAll Confidential Information must be backed up. Backups must be stored offline in an

B R T S IS o encrypted format, and deleted once the agreed retention period is expired
o KL T SR P B i FE A WL {55 B il /55 i, J77: B I%(HRIR | eContractor must use technical controls to secure WL Confidential Information from
F. leakage/exfiltration and include but not limited to the following methods:
o BiIbAT BAE PIFRIM S5/ LR 9 45 4 R BBUE s o Unauthorized transfer of information outside the internal network/ Supplier network
o W45 B R4 5 o Email
o EFEHELMI/Web < CELIGAELLAFAEFI I TTIRAE) o Internet/ Web Gateway (including online storage and webmail)
o BiikAs B EHE s R K R Z AU ¥ o Unauthorized transfer of Information to portable media
o  HMRSE= UrBE. TAER s B lws; o Insecure Information exchange with third parties (sub-contractors, sub-processors)
o BiibfF BRI LT eI E . o Inappropriate printing or copying of Information
o FRBLTE AU L AR IR T BT WL 177':’.1,’F AT N o Contractor must encrypt all WL Confidential Information in transit and at rest.

R AR AR, DL A E WL IR EE F)ﬁ:ﬂlﬂ’]ﬁlﬁﬁafiu%
e, AFRENR TR, {?1&&%&1% DREREET NIST 800 bRiflE, MITA 17fik
I 22 A A BRI B WL RS R, FRR BRI A AT ik

eContractor must establish procedures to securely dispose WL Confidential Information using
appropriate sanitization methods including but not limited to clearing, purging, and destroying for
secure removallerasure and recovery of WL Confidential Information from all storage media
rendering WL Confidential Information irrecoverable in compliance with NIST 800 standards.

o 7E 7K LR 55 58 B B WL 48 58 AN EER AT fT i 18], %60 7 A5 DME (7 X4k 2k

oAt the completion of the Contractor's Services or at any time specified and requested by WL,
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fER . s R AL AT WL RE(E BRI . R, EARBIATIRIE P
N, ZRGRRAE WL 2R BRI IE T e, 22 BB R R
BEEHIPTE WL REFEERIA (B dAT MR AR - Rkt
X, FrE WL RS SR REE R, AR WL 3R, ARG R iRt
TN G2 B UL S S B AR A IHIE R

Customer will no longer use, transfer or retain any copy of the WL Confidential Information in
any form. And, without limiting the foregoing, Contractor will securely destroy and erase all
copies of any WL Confidential Information (including copies and/or notes derived therefrom) in
Contractor’'s possession or under Contractor's control upon written request of WL or pursuant to
the applicable Order. For the avoidance of doubt, all WL Confidential Information is deemed
Confidential Information. Contractor shall, upon WL's request, provide WL with a written
certification of such destruction/purging signed by an officer of Contractor.

o R WL T4 ToTi VT, (T WL 3 o B D D (s B R L U 52
SMEBALEE,

eNo WL Confidential Information may be transmitted to, or processed outside of, the country
from which it is provided to Contractor without the express written permission of WL.

KT RRE

Endpoints

O RE RIS RH TER LA WL SR F R Mm R & T 22 E, %
U2 USRS IEIVA RS Tk T

eContractor must ensure that the endpoints used for connecting to its network and WL
Confidential Information must be configured securely with anti-virus software and critical
updates applied monthly.

o 7R A0 7 2 S B 6 (X BE AL A58 S I

eContractor endpoints must have fully encrypted hard drives.

o VAR A SR AL A B U ) WL A AN B . AR IR AN N8 o

e Only Contractor provisioned devices are authorized to access WL Personal Data. Personal
devices are prohibited.

RREE

Vulnerability Management

R AUE L L B . R MRS, @S IR A I IR E R
A R B R 4 B B L RE e o B e X 2% 12 G LA o OO TR AT
BRUETE R RNAES .

eContractor must have an established and effective vulnerability management program through
established policies and procedures, and technical measures, for effective monitoring, timely
detection and remediation of vulnerabilities within Contractor owned or managed applications,
infrastructure network and system components.

o R 20 2 /A5 A8 SE R A IR R AU P AT — ORI T 4

eContractor will conduct vulnerability scans using updated vulnerability signatures on at least a
monthly basis.

RO T N SF R Z I ™EYH 7 RNEE; XRS5 30 RNE
5y PR 60 RNIBE.

eContractor must remediate vulnerabilities based on risk rating: Critical 7 days; High 30 days;
Medium 60 days.

o 15 55 Ve T A B LG 1 8 R 8 AR 95 BV B A 0 e 38 =T s il A =] 220
FEEREAT— R MRAEEDR, JiiA WL SR A 2R .

eExternal penetration testing covering internet exposed devices and services within the scope
of the Services must be conducted by a third-party penetration testing company on, at least, an
annual basis. If requested, summary reports must be shared with WL.

SRR A EAN T E MR, JFESIBORMTET, UMERRS S M.
JSL PR A £ 0 1 95 B8 BORT ) 22 4 4h T

eContractor must have a patch management program with established policies and procedures
to deploy the latest security patches to servers, network devices, applications, and endpoint
devices

HEEE

Log Management

ORARI A E 2 a5 EMEMEH AL, HTilRMEE gD (BIEEH
1A RN RAE SR ARAT IR E SO .

eContractor must have an implemented SIEM for the logging and monitoring, including
detection and alerting, of suspicious activity using behavior and indicators of compromise
triggers.

o2 /DA o 5 H B L B Ab B4

eLogs must be reviewed on at least a daily basis and events addressed immediately.

REFHEE

Security Incident Management

S FEAWMA RN, ARBRAFLIAG SOC 2 5 —FINIE, FFNIAE WL FH1i %
SKIFFRAEH SOC 2 85 2K il i .

eContractor shall maintain SOC2 Type Il Certification during the Term of this Agreement and
provide its SOC2 Type Il audit report upon written request of WL.

RGN WIS — BB R H I SRR, 2R R At 4
b, BUSRIESR PR 4. ERSEAPGEE T BURLG 2805 9F 5L 0ME, L
FAITBUE S B8 12T o

eContractor shall establish, test, and maintain an Information Security Incident response
process that includes, among other things, processes for evidence preservation, informing and
working with law enforcement agencies, government agencies and similar parties as
appropriate, and performing forensic analyses;

o KB T SO AT A9 R A 4 EA/BR WL 5ot (045 8 2 s SRl A0 WL, XL IR
AAH ARG WM. Wk, BB AGHTTHENL R A DS 2 k5% AT T %
AHME, BUTAIAL RR B N RSk AR RN R AT A 2k
AR A, BT O AR T RN R R ik e E s
IY (24) /o

eContractor shall notify WL of any information Security Incident involving Confidential
Information and/or WL Data, including any security incident at or involving Contractor’s systems,
hardware, equipment, devices or premises computers or otherwise involving Contractor's
personnel. Contractor shall provide notification of any such security incident promptly, but in no
event later than twenty-four (24) hours following the date Contractor first becomes aware of
such Security Incident

X TARERITEE ARG — I (24) /NES PRIl AR 22 A i, 7R
PIAVEANB T2 2R MR = (3) KA WL S22 B,
BFER T HAMRAE . ORI I LS 7 LE AR ok S A S ABh 4 ) ) 45
M5,

eContractor shall for each such Security Incident successfully resolved within twenty-four (24)
from the time Contractor first becomes aware of such Security Incident, provide WL with a final
written notification no later than three (3) days following Contractor’s closure of such Security
Incident, that includes detailed information regarding the root cause of such incident, actions
taken, and plans to prevent a similar event from occurring in the future.

o i ARG TCIEAE AR R W E R Z A E = (24) ANAIRE, K
AR AR AT 5 55 DB IR REAE WL (Ui ml 8D SREUE 4 15 5 55 0 XU
Trals WL T Z e AR LU R A TR (A A WL B ad
PREgI; K (B) AR,

eContractor shall in the event that system integrity cannot be restored within twenty-four (24)
hours from the time Contractor concludes that a Security Incident has occurred provide WL with
the following additional notice regarding the Security Incident, in a manner that does not publicly
expose the existing vulnerability but enables WL, if possible, to take appropriate actions to
mitigate its exposure or risk: (A) confirmation that WL has been impacted by a Security Incident;
and (B) a description of the Security Incident.

o ARG MW H 2 SRS FT G, B R L HE A WL

e Contractor will provide notification to WL promptly after the system integrity is restored and a
report of the Security Incident has become available.

oWL KRR X T Z eI EMEAPUARE F . REEIR S, &
GAFF B WL R AR 5 WL CBRA R, HFRZR I, 1 wi
FITAHZ R AT J 2 A SRl A

o\WL will treat any notices from Contractor regarding a Security Incident as confidential
information. Notwithstanding the foregoing obligation, if a Security Incident directly impacts
WL's end customer or an Affiliate of WL, and notice is required, then WL may provide notice of
the Security Incident to such impacted party.

e AR A S, AKEMFREWRHEIZZEEMN, IFohE M2 e m
oM. RERFEIS WL SREARIAT M EM 2R E. WL, B3
BAESUART £5 7R EL R ARHE R AR 45 [ R85 S5 1 75 kAT

eFollowing a Security Incident, Contractor agrees, at its own expense, to investigate the
Security Incident and identify and mitigate the effects of the Security Incident. Contractor
agrees to cooperate with any investigation of the Security Incident by WL, or agents acting on its
behalf. WL agrees that such cooperation must be in a manner consistent with other contractual
confidentiality requirements held by Contractor.

o E MR (D LR E S G HTBR B RERE . IEEEHK
AR FEAE B O R AT R LR AN NI R . B E kR B
Gy 7RBLRTEIR S0 WL B WL S 280 7 B 90 265 B30 S A B 78 2 4 B B
DL, BELTE KB 10 P W bk AN/ B URL it 5%

e“Security Incident” means (i) an actual disclosure or reasonable suspicion that there has been
a disclosure, access, or loss of Confidential Information, Confidential Information or Protected
Health Information held by Contractor to any unauthorized person or entity, or (i) a condition
where Contractor's Services present a potential security threat to WL or WL’s end customer’s
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network or systems, including the compromise of Contractor’s email addresses and/or URLs.

YEzE

Physical Security

ST EMSLIZE . JHLIEE KB =T B O A 2 B AR E B B AR, B
B e AR BA BT TR LA K WL BR S S OBEE B0 . T Bl P LR %60 )2
BIBOAR . W ERRIN B3 4% 1 48 it DL e B B st SO RE e, DU DR A A4 IX
B @AM AR XK. R AR EAR T 2 e B k. AR
MAGE Virsh Mz e N R, AR T L e, 27 L ST 5 X
JE] R BB R 2 A A i

oAll standalone, co-located and third-party data centers, and cloud providers must be effectively
secured to prevent unauthorized access and theft or damage to WL Confidential Information. All
data centers must have layered technical, physical and manned controls and site-specific
procedures in place to effectively protect the perimeter, building, and all other critical areas.
Controls include, but are not limited to, security cameras, intruder detection systems, access
control and security officers. Where installations are in shared locations, effective security
around their discrete segregation must be deployed.

AN

Subcontractors

oRZ WL HitHfE, ARG ASE AL QR AT B . AR
TR R R TR, AR KAE MR R AUE T .

e Contractor may not use any subcontractors, aside from those disclosed within this Agreement,
without WL's approval. All information security requirements as identified within this Annex 2
must also be adhered by Contractor’s subcontractors.

o RCEL R 20 B /DA X R R 0 B 7 U ST A A DUREAT — I A

eContractor must reassess each subcontractor at least annually for adherence to this
Agreement.

E

Training

o ARBLR  LAEAMUT 90 KA e 2 SR RHEAIS I f M5 2 2 4 5 Rl s R
o FIIABENEFENRT M ZE, RMGH6H, Y7, HERAM

eContractor employees must participate in a mandatory information security and privacy
awareness training upon 90 days of hire and annually thereafter. The training should include,

BRI, ISR, FRARIAUE WL EREEEIRRRY R 5 T 5 s I i e m but not limited to, cybersecurity, anti-phishing, physical security, data privacy, and data

% management. Upon request, Contractor will provide WL with a copy of the training materials
° and/or records of employees’ completion of training.

BT Audit Rights

ORI AR 55 2R, RREETA IR SN IRATE 103& M ()5 5 2 ey k553t
A ARAE A EAT 2 (Bl 1SO 9001, 1SO 27001, 1SO 22301, SOC 2. PCI
DSS) . B WL R, ARGLRGR HHHILH AL AR A .

eContractor shall maintain on an annual basis appropriate externally verified information
security, business continuity, and Quality Assurance certifications as required for the provision
of the service (e.g. ISO 9001, ISO 27001, ISO 22301, SOC 2, PCI DSS). Upon request,
Contractor will provide a copy of the most recent certifications.

oWL fREAZ/DAREE B AU A I Ui 17 877 SO0 R B R HEAT
it BB

o\WL reserves the right to audit Contractor by means of questionnaire, phone interview and site
visit at least annually.

b 5 LRI

Business Continuity Management

o AR E I gk SR GEE R 0L S5 ThRE) AR RS &I
AT FEAEEEHR KD .

eContractor shall develop and maintain a business continuity plan (operations and core
business functions) and a disaster recovery plan (IT infrastructure / data recovery).

o [ IR RI R 45 B 7R B T Rl AR B (R R B AT A TS T S5 T i K
IR AR & ISR, AR () 7S WS RO SEE 447 78 43
BRI 55 HE SR R AR AR, WL ST R AT ROk RIA (i) A B R B fe (i
oAt & - BRAEA SCE BON A, e IR Ak R — 3 SR A S5 R SR
KA R AR R AR & AT M bR A, SRS 3F A iR A IE B 52
PR BT R AR, BRER 54 Ak 37 58 = %% e R AR PR a4 5 1
RS LA (iil) 7B RORE BTl R B AR SR S, AVERL 1 5 B
HE LA B TR B AR (KA A R R 7R B 7 JEAT AR RO IR S RE g 7 A T
B KRN B B AR, JE AT WL

eSaid plan will describe, in prudent detail, steps that Contractor and/or its agents, are to take to
ensure Contractor’s ability to perform its respective obligations under this Agreement. To ensure
compliance with that concept, Contractor is to: (i) implement and maintain, for the duration of
this Agreement, an adequate business continuity and disaster recovery plan, a copy of which
will be provided to WL upon written request. (i) cause its approved subcontractors, as
applicable, to implement and maintain, for the duration of this Agreement, an adequate business
continuity and disaster recovery plan, and Contractor will obtain documentation in support of all
such plans and/or access thereto or obtain a copy of any third-party review of any such plan by
a qualified independent party, pursuant to applicable industry standards; and (iii) notify WL of
any material differences identified in any such plan or any significant changes that Contractor
and/or its agents make to their respective plans that may have a serious, or material, effect on
Contractor’s ability to perform its duties under this Agreement.

A&k

Artificial Intelligence

O RZFUMAE B I I SV ISR S I R UUR AL, AREEAESREEE (B
NEHE AWsia A TFURER: (D REEN: (D EBITMEMEL
Sb, FMERISE =T7 70 k. 0=, i, M. Yl Bon. BRALL KA. AJF
BRRA N R AL (3D INZMEAT AN L REEHL AR 2 51 EE ARG
LM ERURS .

eContractor shall not use the Confidential Information, including Personal Data, in whole or in
part, (1) for an unlawful purpose; (2) to distribute, share, sell, lease, license, exhibit, display,
post, perform, make available publicly or privately, or otherwise transfer to any third party
outside the performance of the Services; or (3) to train any artificial intelligence or machine
learning engine or system, neural network, or similar system, absent a separate executed
agreement expressly permitting these activities.

M=

SCHEDULE 3

BRAH:

BACKGROUND CHECKS:

T A5 RCER B AE PR IR S 4R LT AT R e IS5 IRE )1, IR SRR LR WL BE
B P RSN BRI NG W7 85 B2 Rsi.  EAR
WA HRE, PFrapEaIRA WL SR UK 55 BN S8 B3 32 10 58 =T BRI AT Y
TR, R (VR R R F S B A R EE (DU D) i
o RCELT ARG E IR, XA RE Al WL (R (5 B 5 L HEAT IR
i £V B S i L2 i TR BT AT R (7 FENRITOL, BIEEART

Background check information is collected as a means of determining an applicant's ability to
perform the particular Services and ensuring Contractor’s employees performing services for or
on behalf of WL are not a threat to the safety or security of our and our end customers’ property
or information. Each individual who is assigned to perform services for or on behalf of WL after
the Effective Date shall be subjected to a background check, which is conducted by a third party
vendor.The background check shall search for information starting from the date of the Effective
Date or employment application (whichever is later). Therefore, Contractor, subject to Applicable
Law, shall perform screening of any Contractor employee who will have access to WL
Confidential Information. Such screening shall look back over the immediately preceding 7
years prior to employment with Contractor and include:

UG IEAL 2 A S D/ AT ML HEIHIE (TR E-Verify R%0)

oVerify SSN / Comprehensive Address Verification (use of E-Verify)

o & HILIR(E B i i 25 (NCIB)

eNational Criminal Information Bureau Database (NCIB)

o  AREEMLEHEEILE

o Includes National Sex Offender Registry

o ELi B JC R Sl R/ AL SR IL R Y R

eUnlimited County Court Criminal / Statewide CrimeSearch
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Contractor shall not permit the Services to be performed by any person who has been convicted
of any offense involving dishonesty, breach of trust or duty, or money laundering that occurred in
the preceding seven (7) years as well as any other criminal conviction that Contractor may
reasonably determine poses a risk to the security of WL Confidential Information, having
considered the nature of the conviction, the Services being provided, and any other relevant
factors. If Contractor believes any person should be permitted to perform the Services
notwithstanding the existence of an otherwise disqualifying criminal conviction, Contractor shall
contact WL.

L i g AL A R E AR BT R T BV B R . W
ATURSEIR A, WL R A5 T A R LR

End customers may request that certain Contractor employees undergo a defined background
check containing certain criteria not covered in the above-listed checks. WL shall inform
Contractor in writing should such a defined background check be required.
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